Check for
Updates

Finding Safety Violations of Al-Enabled Control Systems through the
Lens of Synthesized Proxy Programs

JIEKE SHI, ZHOU YANG®, and JUNDA HE, Singapore Management University, Singapore
BOWEN XU, North Carolina State University, United States

DONGSUN KIM, Korea University, South Korea

DONGGYUN HAN, Royal Holloway, University of London, United Kingdom

DAVID LO, Singapore Management University, Singapore

Given the increasing adoption of modern Al-enabled control systems, ensuring their safety and reliability has become a
critical task in software testing. One prevalent approach to testing control systems is falsification, which aims to find an
input signal that causes the control system to violate a formal safety specification using optimization algorithms. However,
applying falsification to Al-enabled control systems poses two significant challenges: (1) it requires the system to execute
numerous candidate test inputs, which can be time-consuming, particularly for systems with/Al models that have many
parameters, and (2) multiple safety requirements are typically defined as a conjunctive specification, which is difficult for
existing falsification approaches to comprehensively cover.

This paper introduces SYNTHIFY, a falsification framework tailored for Al-enabled control systems, i.e., control systems
equipped with Al controllers. Our approach performs falsification in a two-phase process. At the start, SYNTHIFY synthesizes
a program that implements one or a few linear controllers to serve as a proxy for the Al controller. This proxy program
mimics the Al controller’s functionality but is computationally more efficient. Then, SYNTHIFY employs the e-greedy strategy
to sample a promising sub-specification from the conjunctive safety specification. It then uses a Simulated Annealing-based
falsification algorithm to find violations of the sampled sub-specification for the control system. To evaluate SYNTHIFY, we
compare it to PSY-TALIRo, a state-of-the-art and industrial-strength falsification tool, on 8 publicly available control systems.
On average, SYNTHIFY achieves a 83.5% higher success rate in falsification compared to PSY-TALIRo with the same budget of
falsification trials. Additionally, our method is 12.8% faster in finding a single safety violation than the baseline. The safety
violations found by SYNTHIFY are also more diverse than those found by PSY-TALIRo, covering 137.7% more sub-specifications.

CCS Concepts: « Software and its engineering — Software testing and debugging; Search-based software engineering;
« Computing methodologies — Control methods.

Additional Key Words and Phrases: Falsification, Search-based Testing, Al-enabled Control Systems, Program Synthesis

1 INTRODUCTION

Control systems, which utilize software controllers to maintain desired behaviors of particular mechanical systems,
have been broadly deployed into diverse real-world applications. These systems have become an essential part of
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everyday life and industrial production [114]. With the rapid advances of Artificial Intelligence (AI) in recent
decades, there has been a huge demand for enhancing or even replacing traditional mathematical controllers
(e.g., Proportional-Integral-Derivative [47]) with Al controllers (e.g., Deep Neural Networks) to achieve more
optimized performance. We refer to control systems employing Al controllers as Al-enabled control systems.
With their immense potential, Al-enabled control systems have inevitably been or will soon be adopted in various
safety-critical domains, such as aerospace [14, 46], autonomous driving [53, 70], healthcare monitoring [50, 54],
and even nuclear fusion [19]. Therefore, ensuring the reliability and safety of Al-enabled control systems in such
contexts is of paramount importance.

To date, falsification has been shown to be an effective approach for testing complex control systems [18, 68, 93,
116, 125, 131]. Concretely, given a control system with a safety specification, usually written in Signal Temporal
Logic (STL) [63], falsification aims to find an input signal that causes the control system to violate the specification.
Falsification often uses an optimization algorithm to search for input signals with the goal of minimizing the
quantitative robustness semantics of temporal logics [23]. These semantics quantify the degree to which an
input signal deviates from violating the safety specification as a real number. A smaller number means that the
corresponding input signal is more likely to violate a given safety specification, and a negative number suggests
that the safety specification is violated. Falsification iteratively generates candidate input signals and executes
them on the control system until an input with negative robustness semantics is found, revealing a violation of
the safety specification. Various falsification methods have been proposed and adopted in practice [27, 52, 102],
showing that falsification is effective in revealing specification violations in complex control systems.

However, applying falsification in Al-enabled control systems poses two challenges. First, falsification of Al-
enabled control systems suffers from the scalability issue. Falsification requires the system under test to execute
numerous candidate inputs until a safety violation is found. However, Al controllers are typically implemented
as deep neural networks (DNNs) with numerous parameters, which are computationally expensive to execute.
For example, DNN-based controllers in [134] have 4=50% longer execution time than classic linear controllers.
Consequently, falsification can take a large amount of time to the extent that it becomes impractical.

Second, falsification of Al-enabled control systems fails to'comprehensively cover conjunctive specifications. Al-
enabled control systems emerge to handle highly complex control tasks, often with multiple safety specifications.
For instance, a self-driving control system in [134] is required to maintain a car’s heading angle within 90° (¢;)
while keeping the distance between the car and the centerline of the road below 2.0 meters (¢;). A common
practice for falsifying such multiple specifications simultaneously is to combine them as a conjunctive specification
(p1 A @2) [59]. However, directly falsifying such a conjunctive specification often produces less diverse safety
violations. If one sub-specification is easily violated, the falsification process tends to repeatedly exploit that
sub-specification to report violations and overlook others. As Sun et al. [95] discussed, it is desirable to find
diverse violations that can cover as many sub-specifications as possible. Nevertheless, the existing state-of-the-art
falsification tools like PSY-TALIRo [98] are not inherently designed to meet this challenge.

Inspired by recent advances in controller synthesis [64, 134], our key insight is that a complex Al controller can
be approximated into a program that implements one or a few linear controllers, which is less computationally
expensive to run. Of course, such a program with linear controllers may not precisely mirror the Al controller’s
performance, but it does achieve similar functionality to some extent [64]. For example, experiments by Rajeswaran
et al. [79] show that robots controlled by linear controllers may not walk like Al-enabled ones, but they can still
stand up effectively. As analyzed by Zhu et al. [134], a program having similar functionality to an Al controller
can also express similar safety properties. Thus, we propose to mitigate the scalability issue in the falsification of
Al-enabled control systems by synthesizing computationally cheap programs as proxies for Al controllers.

Additionally, we consider that recent studies have highlighted the importance of the exploration-exploitation
trade-off in falsifying conjunctive specifications [66, 80]. Specifically, falsification can either exploit a sub-
specification that is easily violated to ensure successful falsification, or explore a sub-specification that has not
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yet been falsified to boost the coverage of all sub-specifications within the conjunctive specification. The low
coverage of sub-specifications is often a result of inadequate exploration and over-exploitation. Thus, we propose
a strategy that balances the exploration and exploitation of sub-specifications, allowing falsification to more
comprehensively cover the conjunctive specification.

Pursuant to the above insights, we propose a novel falsification framework named SYNTHIFY (SyNthesize-
THen-falsIFy). SYNTHIFY is tailored for Al-enabled control systems using Deep Reinforcement Learning (DRL)
algorithms, which are considered as the state-of-the-art in various control tasks. To facilitate efficient and effective
falsification of Al-enabled control systems, SYNTHIFY combines two distinct techniques: (1) sketch-based program
synthesis [91] to effectively synthesize a proxy program from the DRL-based AI controller. The proxy program
implements one or a few linear controllers to mimic the functionality of the AI controller but is much cheaper to
run; (2) e-greedy strategy [55], a classic strategy for balancing exploration and exploitation in the decision-making
process. This strategy helps SYNTHIFY sample a promising sub-specification from the given conjunctive safety
specification. SYNTHIFY then utilizes the synthesized program as a proxy for the Al controller in the control
system and employs a Simulated Annealing-based algorithm to guide the search for violations of the sampled
sub-specification.

We evaluate SYNTHIFY on 8 publicly available control systems from the literature [134] and compare it to
a state-of-the-art falsification tool PSY-TAL1Ro [98], which recently won the 2022 ARCH-COMP prize for its
technical achievements and excellent performance in falsification [30]. Qur results show that, given the same
budget of falsification trials, SYNTHIFY achieves a 83.5% higher falsification success rate than PSY-TaL1Ro, while
also being 5.6X faster than the baseline at completing the same number of falsification trials. Given the same time
budget, SYNTHIFY reveals 7.8X more violations of safety specifications than PSY-TALIRo. Moreover, our method
is 12.8x faster than the baseline at finding one single violation. The safety violations found by SYNTHIFY are also
more diverse than those found by PSY-TAL1Ro, improving 137.7% the coverage of the conjunctive specification on
average. These results demonstrate the effectiveness and efficiency of the proposed method in testing the safety
of Al-enabled control systems.

The contributions of this paper are summarized as follows:

o Insight: We are the first to combine sketch-based program synthesis and e-greedy strategy to simulta-
neously address the scalability and sub-specification coverage issues in the falsification of Al-enabled
control systems.

e Technique: We propose and implement SYNTHIFY, an innovative falsification framework that can both
efficiently and effectively uncover safety violations of Al-enabled control systems.

e Evaluation: We evaluate SYNTHIFY on 8 control systems and compare it to PSY-TALIRo, a state-of-the-art
falsification tool. The results show that our method outperforms the baseline by a large margin in terms
of both effectiveness.and efficiency.

The remainder of the paper is organized as follows. Section 2 covers the preliminary information of our work.
Section 3 shows an example to motivate our work, while Section 4 describes in detail how SyNTHIFY works.
Section 5 presents the experimental setup and research questions. Section 6 analyzes the experimental results.
Section 7 presents a number of additional analyses and discussions. Section 8 presents related work, and Section 9
concludes our paper and provides information about our replication package.

2 PRELIMINARIES

This section provides an introduction to Al-enabled control systems. It also gives a brief description of Signal
Temporal Logic (STL) as a formal specification language for control systems, and falsification, a common and
important testing method used in the safety analysis of control systems.
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Fig. 1. Architecture of an Al-enabled control system.

2.1 Al-enabled Control System

Control systems utilize software controllers to regulate the behavior of mechanical systems based on real-time
feedback from their physical environments [124]. Traditionally, controllers were designed with classic algorithms
like Proportional-Integral-Derivative (PID) [47]. However, with the growing interest in Al, there has been an
exploration of Al controllers powered by deep neural networks. We refer to control systems equipped with Al
controllers as Al-enabled control systems.

Figure 1 shows a typical architecture of Al-enabled control systems consisting of a plant, a controller, sensors,
and actuators. The plant M is a physical environment whose next state y’ is determined by the current state y
and the control signal u. The control signal u is issued by an Al controller and applied to the plant by actuators.
Integrating Al controllers allows control systems to adapt to more complex situations and often achieve superior
results compared to traditional methods [43, 60]. However, this integration also introduces new risks, such as the
potential for system failures that could violate safety requirements. These risks underscore the need for our work
in analyzing the safety and reliability of Al-enabled control systems.

The AI controller is typically implemented as a deep neural network, and Deep Reinforcement Learning (DRL)
is currently considered the state-of-the-art method for training it [26, 60, 93]. Our study focuses on control
systems with DRL-based Al controllers. DRL is a subfield of machine learning that focuses on learning optimal
decision strategies through interactions with the environment [111]. In DRL, an agent learns the best policy by
observing states and selecting the best output to maximize the cumulative reward. Concretely, considering a
DRL-based Al controller as an agent, it receives the current state of the plant and outputs a control signal to
transition the system to a new state. A policy, a deep neural network taking the system’s state as input, determines
the control signal that the agent outputs. The reward for each output under a state depends on the feedback from
the plant. Through repeated interactions with the plant, the agent is trained to maximize the reward it receives,
learning and adapting its policy to make better decisions over time. After training, the agent with its best policy
is deployed as an Al controller in the control system. DRL-based Al controllers have found applications in many
critical areas such as autonomous driving [53, 113], robotics control [41, 48], etc.

2.2 Signal Temporal Logic

The safety requirements of a control system are usually specified using Signal Temporal Logic (STL) [63], a
widely-adopted formal specification language. STL describes how a control system should behave by combining
atomic propositions and formulas using logical and temporal operators. Formally, the basic syntax of an STL
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formula ¢ is defined as:
g=plLl=glor Aozl o Ur g2 (1)

where p := f(s) ~ cis an atomic proposition, f(s) is a real-valued function over the variables s, ~€ {<, <,=,>,>}
is a comparison operator, and c is a constant. Additionally, L represents “false”, while — and A are the negation
and conjunction operators, respectively. Uy is the “until” operator with a time interval 7, which is a closed
non-singular interval in Ry, i.e., 7 = [a,b] or [a, oo] where a,b € R and a < b. From the basic definition, we
can derive other logical and temporal operators, including T = =L (true), V = =(=¢; A —¢2) (disjunction),
—= =@ V @ (implication), O 7o = T Uy ¢ (eventually), and O7¢ = =<O r-¢ (always).

STL has quantitative robustness semantics [23] that map an input signal s and an STL specification ¢ to a
real number, indicating the extent to which s satisfies ¢. Formally, with respect to a signal s = (s, s, ..., ), the
satisfaction of an atomic proposition p = f(s) ~ c at time ¢ is defined as:

(s,t)lz,u 4 f(S][t],...,Sn[t])~C

(s,6) For1 A g2 e HFaAGHEe

(s,8) E o e ((st)Ee) @
(5,0) EoUr_[gpj¢ & ' €[t+at+Db]suchthat (s,t') |F o AV e[t,t'],(s,t")F ¢

(5,) EOr=[ab]® & A € [t+a,t+b] suchthat (s,t') F ¢

(5,t) FOr=[ap® < Vi’ € [t t+b] such that (s,t') E ¢

The larger the semantic value, the more robustly the input signal s satisfies the STL formula ¢. A negative value
indicates that s violates ¢, with the degree of violation equal to the absolute value of the number. The intuition
behind the robustness semantics is to measure the distances of the points on the system trace from the boundaries
of the sets defined by the formula predicates using maximum or minimum functions. For example, let us consider
the STL formula Og 1] (a < 1.0), specifying that a variable'a must remain below 1.0 for the duration of the time
interval [0, 1]. Suppose we have a system trace [(0.5,0), (1.2, 1)], where each element (a, time) corresponds to
a’s value and its associated time. For the first point, the value of a is below the threshold 1.0, so the distance
to the boundary is simply the difference between the threshold and the value: 1.0 — 0.5 = 0.5. For the second
point, a goes up to the threshold, so the distance to the boundary is 1.0 — 1.2 = —0.2. To compute the robustness
semantics of the trace, we take the minimum distance across all points within the time interval, which in this
case is a negative value of —0.2, indicating that the signal s violates the STL formula by 0.2. We refer interested
readers to [23] for the complete definition of STL robustness semantics.

2.3 Falsification

Falsification is a well-established testing method used in the safety analysis of control systems. It aims to find
inputs to a control system that cause the system to violate safety specifications expressed in STL. Concretely,
given a control system C and an STL specification ¢, falsification first searches for an input signal s and executes
the system to obtain a system state trace. The trace is then used to compute the quantitative robustness semantics
with respect to ¢. If negative robustness is obtained, indicating a violation of ¢, the falsification is successful and
the input signal s is considered a falsifying input to the control system C. The search continues until a violation is
found or a given budget (time or number of executions) is exhausted. Notably, falsification is typically performed
in a black-box manner, i.e., the internal structures of the plant and the Al controller are unknown throughout the
falsification process; only the input and the corresponding output signals can be observed.

Falsification is typically supported by optimization algorithms such as Simulated Annealing (SA) [1] shown in
Algorithm 1. The algorithm starts with a randomly-initialized input signal s (line 2). It then iteratively perturbs
it to generate a new input s’ (line 6), which is then used to execute the system C to check if it is a falsifying
input (lines 7-8). If s’ does not cause the system to violate ¢, i.e., obtaining non-negative robust semantics, the
algorithm accepts s’ into the next iteration with a probability that is determined by the temperature T (lines 9-11).

ACM Trans. Softw. Eng. Methodol.
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Algorithm 1: Simulated Annealing-based Falsification

Require: Control system C, STL specification ¢, Input ranges S
Parameters: Budget 8, Maximum number of iterations N, Cooling rate «, and Initial temperature T

1 repeat

2 b s < RANDOMSELECT(S) /* Randomly initialize s from the given input ranges S */
3 rb « RoBUSTSEMANTICS(C(s), ¢)

4 if rb < 0 then return s /* Return s if getting a negative robustness */
5 fori < 1to N do /% Simulated Annealing with N iterations */
6 s’ < PERTURB (s)

7 rby «— ROBUSTSEMANTICS(C(s”), ¢)

8 if rby < 0 then return s’ /* Returns’ if getting a negative robustness x/
9 A —rby —rb, P — e /T /% Accept s’ if it is better or by probability */
10 if A < 0 or RanDOM(0, 1) < P then

11 Ls<—s’,rb<—rbs/

12 T—axT /% Update temperature x/

13 until BUDGET B (TIME OR NUMBER OF TRIALS) IS EXHAUSTED
14 return NONE /* Novinput that causes violations found x/

Algorithm 2: e-greedy Strategy

Require: Options O = {01,032, ..., 0n}, Expected rewards R = {ri,rz, ... tn}
Parameters: Probability threshold e
1 if RANDOM(0,1) < € then

2 ‘ 0 < RanpoMSAMPLE(O) /* Randomly select an option */
3 else

4 L 0 « argmax,,co Ri, i € [1,n] /* Select the option with the highest expected reward */
5 returno /* Return the selected option */

The algorithm terminates when the budget 8 is exhausted or when a falsifying input signal s is found, witnessing
the violation of ¢.

2.4 e-greedy Strategy

When iteratively selecting among multiple options, a key challenge is to balance exploration (i.e., trying new
options that might yield better results) and exploitation (i.e., choosing the best option based on current knowledge).
In this context, the e-greedy strategy [96] offers a straightforward yet effective solution. The € in its name
represents a probability that governs the trade-off between exploration and exploitation. Formally, consider a set
of n options O.= {01, 02, . .., 0, }, where the performance of each option is evaluated through reward feedback,
we can obtain the knowledge of the expected reward R = {ry, rs, ..., r,} of each option by averaging the rewards
received from multiple attempts so far. Then, as shown in Algorithm 2, with a probability of 1 — ¢, the strategy
exploits the current knowledge by selecting the option with the highest expected reward (line 4). Alternatively,
with probability e, it explores by selecting an option at random (line 1), enabling the discovery of potentially
better alternatives.

As shown by Zhang et al. [130], certain sub-specifications within a conjunctive specification are significantly
easier to falsify than others as they are more sensitive to input signals. This sensitivity causes falsification
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Fig. 2. An example of self-driving control system.

algorithms to disproportionately focus on these easier sub-specifications, reducing the likelihood of falsifying
more difficult ones and potentially resulting in an incomplete safety analysis. Our approach treats each sub-
specification as an independent option and incorporates the e-greedy strategy to encourage the falsification of
sub-specifications that have not yet been falsified, thereby ensuring a more comprehensive safety analysis. A
detailed explanation of how the e-greedy strategy works in our approach is provided in Section 4.2.

3 MOTIVATING EXAMPLE

This section uses the example of a self-driving system provided by Zhu et al. [134] to better illustrate the two
main challenges associated with the falsification of Al-enabled control systems. We then show how SYNTHIFY
effectively addresses these challenges.

Self-Driving System. Figure 2 presents a self-driving control system that uses a DRL-based Al controller to
control a car to follow a given route. The system has a 2-dimensional state [#, d], where 7 is the angle between
the car’s heading and the road’s centerline, and d is the distance between the car’s front and centerline. The
Al controller takes the state as input and outputs a 1-dimensional control signal §, which is used to control
the steering angle. A regulator ensures the signal § remains within the range of [-10, 10], preventing rapid or
extreme steering adjustments. As described by Zhu et al. [134], the car keeps moving at a constant speed, and the
safety property of this system is to ensure that the car never veers into canals found on both sides of the road.
Formally, the self-driving system is safe if the car’s heading angle 7 remains within a threshold of 90° and the
distance d between the car’s-front and the road’s centerline stays below 2.0 meters. Such safety requirements are
defined as the following conjunctive specification written in STL:

Psafery = Of0,200] (|’7| < 90° A |d| < 2~0) (3)

where the temporal operator [ 500] indicates that the safety property must hold continuously for 200 time
steps throughout the system’s execution. This control system, though simple, serves as a representative example
of many practical control systems that utilize Al models to govern the system’s behavior, such as the Udacity
self-driving car [103]. We employ this example to clearly illustrate specific challenges that motivate the design of
SyNTHIFY, while more complex control systems are provided in Section 5.1.

Key Challenges. We use the state-of-the-art falsification tool, PSY-TaL1Ro [98], which employs the Simulated
Annealing-based falsification algorithm outlined in Algorithm 1, to find safety violations of the self-driving
system. We set the maximum number of falsification trials to 50 and feed the above-mentioned safety specification
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Table 1. Running time and sub-specification violation coverage of the SOTA falsification tool PSY-TALIRo on the self-driving
system over the 50 trials.

Running time Sub-specification
Al Controller | Plant Execution | Algorithm Coverage
408.7s / 78.8% 73.8s/ 14.2% 36.1s / 7.0% 50.0%

into PSY-TALIRo. The results of running time and sub-specification violation coverage are presented in Table 1.
Following Sun et al. [95], the sub-specification violation coverage is defined as follows:

Definition 1: Sub-specification Violation Coverage. Given a set of violations V against a safety specification ¢
having n sub-specifications, the sub-specification violation coverage is the ratio of violated sub-specifications to
the total number of sub-specifications, i.e.,

[{oi [Fo eV, ~(v [ g)ic[ln]}

Sub-specification Coverage = X 100% 4)
n

From Table 1, we can see that in the 50 falsification trials, the execution of the AI controller is the most
time-consuming part, taking 408.7 seconds, which accounts for 78.8% of the total running time. This significant
duration is attributed to the AI controller’s numerous parameters, resulting in high execution costs. This in turn
makes the overall falsification time too long to be practical. Thus, the first challenge in falsification of Al-enabled
control systems concerns the scalability issue, which can be addressed by reducing the cost of executing the Al
controllers.

Additionally, in the example of the self-driving system, the safety requirements in Equation 3 is a conjunctive
specification, which can be divided into four sub-specifications as/follows:

Psafery = {91 = O[o2001 (1 > —90°), 02 = Ojg200] (1 < 90°),

()
¢3 = Dj[o200](d > —2.0), p4 = O[g 200 (d < 2.0)}

We then calculated the sub-specification violation coverage of PSY-TALIRo, as shown in Table 1. Within 50 trials,
the safety violations found by PSY-TaLiRo could only falsify 50% of the sub-specifications within the conjunctive
specification, specifically the first 2 of the 4 sub-specifications in Equation 5. The remaining 2 sub-specifications
were missed by PSY-TaLiRo. This result suggests that another challenge in falsification of Al-enabled control
systems is the lack of comprehensiveness in covering all the sub-specifications required for ensuring safety.

How & Why SyNTHIFY Works. Our SYNTHIFY is purpose-built to address the above two challenges in the
falsification of Al-enabled control systems. To improve scalability, we propose an Evolution Strategy-based
synthesis algorithm (Section 4.1), which allows SYNTHIFY to synthesize a program to act as a proxy for the Al
controller in the control system. To offer a clearer insight into the synthesized proxy program, we present an
example in the self-driving scenario:

def self_driving(n, d):
d = 0.20706786 *n - 0.31286586 *d - 0.27174068
return 8

The proxy program includes a linear controller of the system states 1 and d and return a control signal § to control
the car’s steering angle. It closely emulates the control behavior of the original Al controller, while being much
more efficient to execute. During the falsification process, the proxy program replaces the original Al controller
in the control system, and the Al controller is only used to verify if a real safety violation has been found. As a
result, the execution cost of the Al controller is considerably reduced, effectively mitigating the scalability issue.

ACM Trans. Softw. Eng. Methodol.
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Fig. 3. Overview of SYNTHIFY.

Furthermore, to enhance the sub-specification violation coverage, SYNTHIFY proposes an e-greedy strategy-
based method, which involves sampling a promising sub-specification from the conjunctive specification for
the subsequent falsification process. The e-greedy strategy incorporates a probability of randomly selecting a
sub-specification, which gives a chance for the falsification process to explore sub-specifications that have not
been falsified yet, significantly improving the sub-specification coverage. More information on the e-greedy
strategy can be found in Section 4.2.

4 DETAILED APPROACH

This section provides a detailed introduction to SYNTHIFY. Figure 3 shows an overview of our approach. Given
a control system with an Al controller, the approach first approximates a proxy program from the controller
to replace the controller (Section 4.1). Next, we separate the conjunctive safety specifications and sample one
from them as the input to the subsequent falsification algorithm (Section 4.2). Finally, we employ the Simulated
Annealing-based algorithm to search for violations of the sampled specification (Algorithm 1). If a violation is
detected in the control system with the proxy program, we check whether it is spurious, i.e., it does not reveal
any violations in the original control system. If spurious, we use it to refine the proxy program (Section 4.3);
otherwise, we report it as a violation of safety specifications.

4.1 Synthesis

To facilitate the efficient falsification of Al-enabled control systems, SYNTHIFY first synthesizes a proxy program
for the Al controller that is computationally more efficient. The proxy program replaces the Al controller in the
control system during falsification. Our synthesis procedure consists of two steps: (1) constructing a sketch that
can express the functionality of the Al controller; (2) using an Evolution Strategy-based algorithm to synthesize
the blank coefficients in the sketch.

4.1.1 Sketching. Our approach models the synthesis of proxy programs for Al controllers as a sketch-based
program synthesis problem [91]. A sketch is a partial code template with blank holes that are to be filled in.
The synthesizer then searches for statements or parameters that can fill these holes. In our study, we create a
sketch following [134] that allows us to implement one or a few linear controllers over a collection of variables
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representing the system states of the control system. The sketch is parameterized by a matrix of coefficients 6
and is defined as follows:

1def Proxy[01(xi, x2, ..., Xn):

2 Y1 = Oy ex + Opgpxxe v oo+ Oy e xn O[04

3 Y2 = Oz1yax1 + gy xxe + ...+ O exn t O)gne)

4

5 Ym = Omay*x1 + Opmey*xx2 + ...+ O] *Xn + Ompen)
6 return yi, y2, ..., UYnm

where x1, X2, ..., X, are the system state variables in control systems, y1, y2, ..., Ym are the outputs of the synthesized
program. 0 is a matrix of coefficients with size m X (n + 1), where m and n are the number of outputs of the Al
controller and the number of system state variables in the control system, respectively. 0[; ;| represents the j-th
coefficient in the i-th equation. Note that the last coefficient 0|, ,,41] is a constant term that is not associated with
any variable. Such a constant can be viewed as a bias term that can allow linear programs to express a wider
range of functions [57]. This definition allows us to flexibly create program sketches for any control system by
adjusting the number of equations and variables, as long as the system’s inputs and outputs are known. We
believe this can be done with low difficulty.

Although our sketch implementing linear controllers may resemble a simple neural network with weights and
biases, there are key differences in their representations, with ours being simpler and more efficient. Specifically,
our linear controller computes the output as a linear combination of the inputs, typically expressed asy = W-x+b,
where W is the coefficient matrix, x is the input vector, and b is the bias. In contrast, a neural network generally
consists of multiple layers, each potentially incorporating nonlinear activation functions (e.g., tanh and sigmoid).
Even a basic feedforward neural network with only one input layer and one hidden layer involves more complex
computations than a linear controller, represented as y = o(Wa = (o(W] - x + by1) + b;)), where W and W; are the
weight matrices, b; and b, are the bias vectors in the input and hidden layers, and o is a nonlinear activation
function. Neural networks with this structure often incur higher computational costs during prediction and
potentially take more time to synthesize, so we opt for linear controllers in our sketch for greater simplicity and
efficiency.

4.1.2  Evolution Strategy. Once we have constructed the sketch, we then employ an Evolution Strategy (ES)-based
synthesis algorithm to synthesize the coefficients in the sketch. ES is a well-known optimization algorithm
that has been successfully applied to-solve program synthesis [90] and controller synthesis problems [82]. The
ES-based synthesis algorithm is presented in Algorithm 3. The algorithm first randomly initializes the coefficients
0 in the sketch (line 1), then performs the following steps iteratively:

o It first generates a matrix of random noise N of size m X |0, from a standard normal distribution (line 3).
When generating the matrix, we adopt mirror sampling [13, 64] to improve the performance of the
algorithm. The algorithm first generates a random noise matrix of size % X |6, and then mirrors the
matrix by negating each value to get another matrix with the same size. The algorithm then concatenates
the two matrices to obtain a matrix of random noise of size m X |8| (line 4);

e For each row in the random noise matrix N, the algorithm perturbs the current coefficients 6 by adding
the row to the current coefficients 6 and obtains a new matrix of coefficients 6’ (line 7);

o The algorithm proceeds by obtaining the fitness matrix R for each perturbed coefficient 8’. It executes the
control system C using both the proxy program £[6](xy, ..., x,) and the Al controller A° for once. The
fitness is then computed as the distance between the outputs of the proxy program and the AI controller
(line 8);
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Algorithm 3: Evolution Strategy-based Synthesis

Require: Al-enabled control system C, Al controller A€, Proxy program sketch #[68](x1, ..., xp) with blank
coefficients 6
Parameters: Maximum number of time steps ¢, Maximum number of iterations k, Population size m, Noise standard
deviation o, and Learning rate o

1 6 «— RANDOMGENERATE(|0]) /* Initialize coefficients */
2 repeat

3 N < RANDOMGENERATE(m/2, |0]) /* Generate m X |0| random noise by mirror sampling */
4 N < ConcaTENATE(N, —N)

5 for j < 1totdo /% Update coefficients for t-time steps */
6 fori « 1tomdo

7 0’ —0+N; /% Perturb the current coefficients */
8 L R «— DisTaNCE(C, AS, P[0’ ](x1, ..., Xn)) /* Calculate the fitness x/
9 R <« (R — MEAN(R))/STANDARDDEVIATION(R) /* Standardizes the fitness */
10 0 —0+ a%, M Ni-R; /* Update coefficients x/

11 until MAXIMUM NUMBER OF ITERATIONS k IS REACHED
12 return P[0](xy, ..., xpn) /* Program with synthesized coefficients */

o The algorithm standardizes the fitness R (line 9) and then updates the coefficients 6 by the following
update function (line 10):

1 m
e&em%;m-m (6)

where « is the learning rate, o is the noise standard deviation, and N; and R; are the i-th row of the
random noise matrix N and the fitness R, respectively. Such an update is to perform a stochastic gradient
estimate step introduced in [82], which has been shown to be effective in optimizing coefficients and
achieving better performance than gradient-based optimization algorithms [64, 82]. Unlike gradient-based
methods, however, this algorithm does not require gradient information derived from partial derivatives,
making it more efficient in certain cases.

The update procedure is executed for ¢ time steps at each iteration out of the k iterations, i.e, 0 is updated n X k
times. The algorithm either terminates when the maximum number of iterations k is reached or the fitness of the
proxy program P[0](xy, ..., xn);i.e., the distance between the outputs of the proxy program and the Al controller,
is smaller than a predefined threshold, which indicates that the synthesized program is sufficiently similar to the
Al controller. The algorithm returns the proxy program #[0](x1, ..., x,) with the synthesized coefficients 6. All
the hyperparameter settings in this algorithm can be found in Section 5.1.

Here one may wonder why we do not directly perform formal verification on the synthesized proxy program
but instead perform falsification with it. This is because safety specifications are typically built on the plant rather
than the controllers. The outputs of the Al controllers or proxy programs do not always reflect the safety properties
of the system. Therefore, we apply falsification to analyze the control system to identify safety violations.

4.2 Sampling

To achieve more comprehensive coverage of the conjunctive safety specification during falsification, SYNTHIFY
first separates the conjunctive specifications into sub-specifications. We can then select one sub-specification
from the set of all sub-specifications to falsify. However, blindly exploring the sub-specification that has not
been falsified to falsify is not effective, as some sub-specifications are more difficult to falsify than others or even
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Algorithm 4: e-greedy Strategy-based Sub-specification Sampling

Require: Sub-specifications @, Historical lowest robustness semantics for each sub-specification R
Parameters: Probability threshold e
1 if Ranpom(0, 1) < € then

2 ‘ ¢ < RANDOMSAMPLE(P) /* Sample one sub-specification randomly */
3 else

4 i < argmin;eqy, ||} R /* Sample the sub-specification with the lowest robustness *x/
5 @ — D;

6 return ¢ /* Return a sub-specification for subsequent falsification x/

impossible to falsify. Always forcing the falsification process to work on such sub-specifications can result in a
waste of resources. Conversely, always exploiting previously falsified sub-specifications may not be effective
either, as it may result in low sub-specification violation coverage. Thus, we propose an e-greedy Strategy-based
Sampling method to intelligently decide which sub-specifications to falsify, balancing exploration‘and exploitation,
thereby boosting the sub-specification coverage effectively.

The basic concept of the e-greedy strategy has been introduced in Section 2.4. Here, we describe its application
in the context of falsification, as outlined in Algorithm 4. The primary adaptations of the e-greedy strategy to the
sub-specification sampling process involve two key changes: (1) defining the reward as the historical robustness
semantics of each sub-specification from prior falsification attempts—rather than using expected rewards, we
track the lowest robustness value for each sub-specification; and (2) modifying the exploitation phase to select
the sub-specification with the lowest robustness value instead of the highest reward, since a lower robustness
value indicates a higher likelihood that the sub-specification may be violated in future attempts.

Given a set of sub-specifications &, our algorithm begins by determining whether to explore by randomly
selecting a sub-specification, using a randomly-generated number (line 1). If this number is less than the
exploration probability e, the algorithm randomly selects a sub-specification from & (line 2). Otherwise, it
proceeds with exploitation, selecting the sub-specification with the lowest robustness value based on the historical
robustness semantics R (line 4). The selected sub-specification is then returned for subsequent falsification. The
algorithm is called at each iteration of the falsification process to decide which sub-specification to falsify.

4.3 Falsification & Refinement

4.3.1 Falsification. We employ the Simulated Annealing (SA)-based falsification algorithm in SyNTHIFY, which
is already described in Algorithm 1. Note that in SYNTHIFY the falsification algorithm is performed on the control
system with a synthesized proxy program rather than the Al controller. Since the proxy program is not with
the exact same functionality as the original AI controller, the SA-based falsification algorithm may find some
spurious violations. Therefore, we use the original Al controller to check whether the violations are spurious
or not. If the violations are spurious, we refine the proxy program to perform more similarly to the original Al
controller. Otherwise, we terminate the falsification process and report the found violations.

4.3.2 Refinement. Once we have a spurious violation, we use the spurious falsifying input to refine the proxy
program, i.e., slightly changing the coefficients in the proxy program to make its outputs more similar to those of
the Al controller. The refinement procedure follows Algorithm 5. It still follows the ES-based synthesis presented in
Algorithm 3, but introduces two major differences. First, instead of starting with a random matrix, the refinement
begins with the current proxy program and its synthesized coefficients. Second, rather than initializing the control
system randomly and collecting system states for fitness evaluation, the spurious falsifying input s is used to
initialize the system, after which fitness evaluation occurs (lines 3-7). The rest of the procedure remains the same
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Algorithm 5: Refinement of Synthesized Proxy Program

Require: Al-enabled control system C, Al controller A¢, Proxy program sketch P[6](x1, ..., xp) with synthesized
coefficients 0, Spurious falsifying input s
Parameters: Maximum number of time steps ¢, Population size m, Noise standard deviation ¢, and Learning rate «

1 N < RanpoMmSampPLE(m/2,|0|) /* Generate m X |0| random noise by mirror sampling */
2 N « CoNcATENATE(N, —N)

3 C« C(s) /* Initialize the control system with the spurious falsifying input */
4 for j — 1totdo /* Update coefficients for t time steps */
5 fori «— 1tomdo

6 0’ —0+N; /% Perturb the current coefficients */
7 L R « Di1sTance(C, AS, P[0'] (x1, ... xn)) /* Calculate the fitness x/
8 R <« (R — MEAN(R))/STANDARDDEVIATION(R) /* Standardizes the fitness */
9 0—0+ a% " Ni-R; /% Update coefficients x/
10 return P[0](xy, ..., xp) /* Program with refined coefficients x/

as the ES-based synthesis procedure. Importantly, the refinement is applied only once after a spurious violation
is detected during the falsification process to avoid overfitting the proxy program to the spurious input. Such
a refinement procedure is inspired, at a high level, by the counterexample-guided abstraction refinement loop
in formal verification [17, 68, 84]. The difference is that instead of using the counterexample to refine a model
abstraction, we use the spurious falsifying input to refine the synthesized proxy program.

5 EVALUATION SETTINGS
Our evaluation aims to answer the following research questions:

RQ1 (Effectiveness): How effective is SYNTHIFY inrevealing violations of safety specifications? Although
SYNTHIFY is highlighted to resolve the issues of efficiency and sub-specification coverage in falsification of Al-
enabled control systems, it is still unclear how effective SYNTHIFY is in finding safety violations. We evaluate the
ability of SYNTHIFY in 8 Al-enabled control systems and compare it to our baseline PSY-TaL1Ro [98] which is
introduced in Section 5.1.

RQ2 (Efficiency): How efficient is SYNTHIFY in detecting violations of safety specifications? One of the
most innovative aspects of SYNTHIFY is its use of a synthesized proxy program to address the scalability issue in
falsification of Al-enabled control systems. To demonstrate the advantage of this approach, we evaluate the time
efficiency of SYNTHIFY by comparing it to the baseline PSY-TALIRo that does not incorporate program synthesis.

RQ3 (Sub-specification Violation Coverage): How comprehensive is SYNTHIFY in covering safety
specifications? Another key feature of SYNTHIFY is its capability to cover many sub-specifications within
conjunctive specifications. To demonstrate this advantage, we compare the sub-specification violation coverage
of SYNTHIFY (i.e., how many sub-specifications in conjunctive safety specifications can be covered by its detected
violations) with that of the baseline that does not employ sub-specification sampling.

5.1 Benchmark & Baseline

5.1.1 Benchmark. Table 2 shows 8 of the 15 control systems from Zhu et al. [134]. We adopt these systems in
our evaluation and exclude the other 7 as they already show perfect performance, i.e., never violate any safe
specification, according to the experiments in [134]. The 8 selected ones are representative of real-world control
systems, such as Segway transporters [83], camera drones [21], and autonomous driving cars [103], and all are
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Table 2. Control systems and their safety specifications. The detailed description of these systems and specifications are
in Section 5.1. The table also shows the number of sub-specifications, inputs, outputs, and neural networks sizes of Al

controllers.
Control . #Sub- #Inputs/ Al Controller Size
Safety Specification -
System Specifications | #Outputs | #Layers ‘ #Neurons
m] (In] <90° A |8] < 0.3A
CartPol [0.200] 8 4an 3 300, 250, 200
artPole o1 < 0.3 A 0] < 0.5) / (300, I
Pendulum Ofo,200] (In] < 90° A |w| < 7/2) 4 2/1 3 [ 280, 240, 200]
Quadcopter Opo300] (Im| < /2 A 2| < 7/2) 4 2/1 2 [240, 200]
Self Driving Ojoz00] (7] < 90° A [d] < 2.0) 4 2/1 3 [300, 250, 200]
Lane Keeping O[oz300] (Id] <0.9) 2 4/2 2 [240, 200]
m] (lal <=2.0 A |b] <=0.5A |c| <=0.35 A
4-Car Pl [0,200] 14 4 4
Car Platoon ld] <= 0.5 A le] <= 1.0 A |f] <= 0.5 A |g| <= 1.0) 7/ 3 [500, 400, 300 ]
O[o.200] (lal <= 2.0 A |b] <=0.5A|c| <=1.0 A
|[d] <=0.5A |e] <=1.0A |f] <=0.5A |g] <=1.0 A
8-Car Plat 30 15/8 3 400, 300,200
arPlatoon | 1 — 0.5 A 11| <= 1.0 A || <= 0.5 A [k| <= 1.0 A / L I
1] <=0.5A |m| <=1.0 A |n| <=0.5A |o| <= 1.0)
Oscillator O[o,300] (@ < 0.05) 1 18/2 3 [ 280, 240, 200]

end-to-end systems that feature one single Al controller using raw input signals to generate control signals. We
introduce the 8 control systems as follows:

CartPole: This system consists of a pole attached to an unactuated joint connected to a cart moving along
a track. Safety is ensured if the pole’s angle 7 is less than 90° from the upright position, the cart distance
d from the origin is within 0.3 meters, and the velocities v; and v, are below 0.3 and 0.5 m/s, respectively.
Pendulum: This system is to maintain a pendulum attached to an unactuated joint in an upright position.
Safety is ensured if the pendulum’s angle 1 does not exceed the threshold of 90° or the pendulum’s angular
velocity o remains below 7 /2 rad/s.

Quadcopter: The control system aims to achieve stable flight for a quadcopter by limiting the angle 1; of
the pitch rotation and the angle 75, of the yaw rotation not to exceed /2.

e Self Driving: Discussed in detail in Section 3.
e Lane Keeping: This system aims to keep a vehicle between lane markers and centered in a possibly curved

lane. Safety is ensured if a safe distance d to the cars in front is less than 0.9 meters.
4-Car Platoon and-8-Car Platoon: These two systems model 4 or 8 vehicles forming a platoon and
maintaining a safe relative distance between them. Each variable in the specification is the distance
between two consecutive vehicles in the platoon, and safety is assured if they are below certain thresholds.
Oscillator: This system consists of a two-dimensional switched oscillator and a 16-order filter. Safety is
achieved if the output signal a of the filter remains below the safe threshold of 0.05.

Note that the inputs for these systems adhere to specific predefined ranges. The training data of Al controllers as
well as the falsifying inputs are both from those ranges. The other falsifying inputs, which are outside the input
ranges, are not considered within the scope of our work. Moreover, these control systems exhibit significant
variation in the number of sub-specifications, ranging from 1 to 30 as shown in Table 2. This diversity allows for
a comprehensive evaluation. Detailed information regarding the input ranges and sub-specifications for each
control system can be found in our replication package, accessible through the link provided in Section 9.

We

utilized the well-trained Al controllers for the 8 control systems from the official implementation of Zhu

et al. [134], where these controllers were trained by Deep Deterministic Policy Gradient [60], a popular DRL
algorithm for continuous control tasks. Table 2 shows the numbers of input and output variables of the Al
controllers as well as their neural network sizes. The Al controllers have a wide range of sizes, featuring 2 or 3
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layers with neuron counts varying from 440 (240+200) to 1200 (500+300+400); such sizes are sufficiently large for
Al controllers (e.g., those controllers used in [100, 131] have no more than 400 neurons).

5.1.2 Baseline. We compare SYNTHIFY to PSY-TALIRo [98], a state-of-the-art and open-source tool for falsification
of control systems. PSY-TALIRo recently won the 2022 ARCH-COMP prize for its technical achievements and
excellent performance in falsification [30]. It is the Python version of a MATLAB tool called S-TaLiRo [6], which
has been classified as the most mature tool ready for industrial deployment [52, 102]. In our study, we use this
Python version of PSY-TALIRo to ensure consistency with the programming language of the Python-developed
control systems we selected. PSY-TALIRo provides built-in optimization algorithms, including Uniform Random
and Simulated Annealing. We chose the Simulated Annealing-based algorithm to support PSY-TAL1Ro in our
experiments, as it has been shown to be more effective than Uniform Random [30, 93].

In our evaluation, we did not include several other open-source black-box falsification tools, such as Breach [22],
ARISTEO [68], FalStar [31], ForeSee [129], zlscheck [45], NNV [100], and Mosaic [115]. These tools are specialized
for MATLAB/Simulink models and written in different programming languages such assMATLAB, Java, Scala,
or OCaml. The features of different programming languages can greatly impact the experimental results. Also,
integrating these tools into our evaluation could pose significant compatibility challenges with the Python-
developed control systems and toolchains used in our experiments. We believe that comparing SYNTHIFY to
PSY-TaLIRo, the only existing falsification toolbox natively in Python, is fair and appropriate since PSY-TALI1Ro
is a state-of-the-art and well-established falsification tool that has been well studied. The 2022 ARCH-COMP
prize awarded to PSY-TALIRo also demonstrates its advancement and maturity in falsification [30].

5.2 Implementation and Hyperparameters

SYNTHIFY is built on top of the implementation of Simulated Annealing (SA)-based falsification algorithm and other
infrastructure components from PSY-TaLIRo (version 1:0.0b3). To compute the quantitative robustness semantics,
we integrate an off-the-shelf tool called RTAMT [71] (version 0.3.0) into our framework. We set the maximum
number of iterations for the SA-based algorithm to 100, a recommended value by recent literature [68, 118]. By
reusing all other default hyperparameters of PSY-TALIRo in the SA-based algorithm, we ensure a fair comparison
while also evaluating the unique design of SYNTHIFY. For the Evolution Strategy (ES)-based synthesis algorithm,
we use a population size of 50, and both the maximum number of iterations and time steps are set to 100. The
noise standard deviation and the learning rate are set to 0.1 and 0.05, respectively. The threshold of the fitness is
set to 0.1. The refinement follows the same hyperparameters as the ES-based synthesis algorithm, except that the
learning rate is set to 1e-3 to avoid overfitting. In our e-greedy sampling strategy, we set the probability threshold
€ to 0.9. All the experiments are conducted using an Ubuntu 18.04 server equipped with an Intel Xeon E5-2698
CPU and 504 GB RAM.

5.3 Experimental Setup and Metrics

For a comprehensive evaluation, we employ two settings of the budgets of falsification in our experiments, as
follows:

e Setting 1: Following the common practice of the annual ARCH workshop [28, 29], we specify the budget
as the maximum number of falsification trials, which is set to 50.

e Setting 2: Following the common practice of search-based testing [51, 75, 135], we specify the budget as
a fixed duration of time, which is set to 10 minutes, in line with prior studies [51, 92].

To mitigate the impact of randomness, we repeat each experiment 10 times and report the average results along
with their statistical significance and effect size as suggested by Arcuri and Briand [7].
Then for each setting, we compare the performance of SYNTHIFY and PSY-TALIRo using the following metrics:
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Table 3. Falsification results of SYNTHIFY and PSY-TALIRo on the 8 control systems. The A1z column shows the effect size,
where N, M, and L indicate negligible, medium, and large effect sizes, respectively.

‘ Setting 1 (50 trials) ‘ Setting 2 (10 minutes)

System PSY-TALIRo SYNTHIFY p-value Ay PSY-TALIRo SYNTHIFY p-value A
CartPole 99.8% 100.0% (+0.2%) 0.36 N(0.55) 99.8 561.1 (5.6X) | 1.82e-4<0.01 | L (1.00)
Pendulum 0.0% 100.0% (—) 1.59¢-5<0.01 | L (1.00) 0.0 23.9 (—) 4.84e-5<0.01 | L (1.00)
Quadcopter 99.0% 100.0% (+1.0%) 0.07 M (0.65) 82.4 1771 (2.1x) | 5.20e-4<0.01 | L (0.98)
Self-Driving 96.2% 100.0% (+4.0%) 7.25e-4<0.01 L (0.90) 59.9 150.9 (2.5%) 1.86e-4<0.01 L (0.80)
Lane Keeping 0.0% 100.0% (—) 1.59¢-5<0.01 | L (1.00) 0.0 159.3 (—) 6.20e-5<0.01 | L (1.00)
4-Car Platoon 42.0% 100.0% (+138.1%) | 6.25¢-5<0.01 | L (1.00) 5.7 626.6 (109.9x) | 1.82e-4<0.01 | L (1.00)
8-Car Platoon 0.0% 100.0% (—) 1.59¢-5<0.01 | L (1.00) 0.0 472.0 (-) 6.39e-5<0.01 | L (1.00)
Oscillator 99.0% 100.0% (+1.0%) | 1.37e-2<0.05 | L (0.75) 90.1 470.7 (5.2x) | 1.82e-4<0.01 | L (1.00)

Average | 545% | 100.0% (+83.5%) | — [ = ] 422 [ 3302(7.8x) | — O

Setting 1: The effectiveness of each tool is evaluated by the falsification success rate, which is the ratio of
the number of trials that uncover violations to 50 trials. This metric is commonly adopted in falsification
studies [28, 30, 131]. The efficiency of each tool is measured by the falsification time, which is the time
required to complete 50 falsification trials.

Setting 2: The effectiveness of each tool is evaluated using the metric of the number of violations found by
each tool within the given time budget of 10 minutes, following prior search-based testing studies [51, 95].
The efficiency of each tool is measured by the time required to reveal one safety violation.

Additionally, we also evaluate the sub-specification violation coverage of each tool, which is already defined
in Section 3. Note that we report the performance improvements of SYNTHIFY over PSY-TALIRoO in terms of
the relative percentage difference in metrics. This is calculated by taking the difference between the two tools’
performance and dividing it by the performance of PSY-TaL1Ro:

6 EVALUATION RESULTS
6.1 RQ1: Effectiveness of SYNTHIFY

Table 3 shows the falsification results of SyNTHIFY and PSY-TALIRo for the 8 control systems. As mentioned in
Section 5, we repeat each experiment 10 times and report the average results here. For Setting 1, we compare the
falsification success rates of the two tools and find that SyNTHIFY outperforms PSY-TALIRo on all control systems.
SYNTHIFY achieves a 100% falsification success rate on all control systems. In contrast, PSY-TALIRo only achieves
an average success rate of 54.5%. On average, SYNTHIFY outperforms PSY-TALIRo by 83.5% ((100% - 54.5%)/54.5%
= 83.5%) in terms of the falsification success rate.

To account for the impact of randomness and ensure the credibility of the results, we used the Mann-Whitney
U test [65], which is a non-parametric statistical test used to compare two independent groups. We use it to
measure the statistical significance of the difference in falsification success rates between the two tools across the
10 experiments. Our results show that SYNTHIFY significantly outperforms PSY-TALIRo on 6 out of 8 control
systems, with a confidence level of 99% or 95%. On CartPole and Quadcopter, the improvements achieved by
SYNTHIFY are not as significant because the falsification success rates of PSY-TALIRO are already quite high.

We also use the Vargha-Delaney statistic A;; [104] to measure the effect size. This non-parametric measure
gives the probability that a randomly chosen value from one group is higher or lower than one from another group.
It is commonly used to evaluate search-based testing methods due to their randomness [67, 73, 74]. According to
Vargha and Delaney [104], A, values greater than 0.71 (or less than 0.29) indicate a “large” effect size. Values
between 0.64 and 0.71 (or between 0.29 and 0.36) correspond to a “medium” effect size, while values between 0.36
and 0.64 suggest a “negligible” effect size. As shown in Table 3, SYNTHIFY significantly outperforms PSY-TALIRo
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Table 4. Falsification time of SYNTHIFY and PSY-TALIRo. The A1z column shows the effect size, L indicates a large effect size.

‘ Total falsification time over 50 trials ‘ Time required to reveal one violation

System PSY-TALIRo SYNTHIFY p-value A PSY-TALiRo SYNTHIFY p-value A
CartPole 286.5s 88.2s (3.2%) 1.82e-4<0.01 | L (1.00) 6.1s 1.1s (5.5%) 2.83e-3<0.01 | L (1.00)
Quadcopter 127.9s 46.6s (2.7X) | 1.83e-4<0.01 | L (1.00) 8.3s 4.1s (2.0%) 2.80e-4<0.01 | L (1.00)
Self-Driving 543.4s 182.8s (3.0X) | 1.83e-4<0.01 | L (1.00) 15.4s 5.5s (2.8X) | 8.62e-4<0.01 | L (0.97)
4-Car Platoon 1462.7s | 80.8s (18.1x) | 1.83e-4<0.01 | L (1.00) 129.2s 1.0s (129.2X) | 3.30e-4<0.01 | L (0.98)
Oscillator 295.1s 86.5s (3.4x) | 1.83e-4<0.01 | L (1.00) 6.8s 13s (5.2x) | 1.31e-3<0.01 | L (0.93)

Average 54315 [ 97.0s (5.6x) | — [ — ] 3325 [ 2.6s(12.8x) | — [ -

with a large effect size on 6 out of 8 control systems. Only on CartPole and Quadcopter, we observe negligible
and medium effect sizes. But overall, the results show that SYNTHIFY is more effective than PSY-TALIRO in finding
violations of safety specifications.

In Setting 2, SYNTHIFY also consistently outperforms PSY-TALIRO across all control systems. Table 3 presents
the results of Setting 2, where SyNTHIFY and PSY-TALIRO are compared in terms of the number of violations they
reveal within the same time budget of 10 minutes. The results show that, on average, SYNTHIFY can uncover 330.2
violations of safety specifications within 10 minutes, which is 7.8 times more than PSY-TALIRo (42.3 violations).
This result highlights SYNTHIFY’s ability to reveal significantly more safety violations than PSY-TaL1Ro within
the same time budget. Furthermore, the results of Mann-Whitney U tests and Ay statistics show that SYNTHIFY
significantly outperforms PSY-TaL1Ro with a 99% confidence level and a large effect size.

Answers to RQ1: SYNTHIFY significantly outperforms PSY-TALIRo in terms of effectiveness. Within the
same falsification trials, SYNTHIFY outperforms PSY-TALIRo by 83.5% in terms of falsification success rate.
Within the same time budget, SYNTHIFY reveals 7.8X more safety violations than PSY-TaLiRo.

6.2 RQ2: Efficiency of SYNTHIFY

The comparison results of the falsification time over the 50 trials of Setting 1 are shown in Table 4. Note that
the falsification time of SYNTHIFY also includes the time for the synthesis and refinement process. Pendulum,
Lane Keeping, and 8-Car Platoon are excluded from this comparison as PSY-TALIRo failed to falsify their safety
specifications in our RQ1 experiments. For the remaining five control systems, we observe that SYNTHIFY
consistently outperforms PSY-TALIRo in terms of falsification time for all of them. On average, SYNTHIFY is
5.6x faster than PSY-TALIRo in completing 50 falsification trials. These performance differences are statistically
significant at the 99% confidence level, as confirmed by the Mann-Whitney U tests. Additionally, the A;; statistics
indicate that the effect sizes of the improvements are large in all cases. Thus, SYNTHIFY offers significant efficiency
gains in the falsification process across different control systems.

In Setting 2, SYNTHIFY also takes much less time to find a single violation compared to PSY-TALIRo. Table 4
shows the time required for each tool to find a violation, still excluding a few control systems due to that PSY-
TALIRO’ cannot perform any falsification on them. On average, SYNTHIFY takes only 2.6 seconds to find one single
violation, which is 12.8% faster than PSY-TAL1Ro in finding one single violation. Still, the statistical differences
between the time taken by the two tools indicate that SYNTHIFY significantly outperforms PSY-TALIRo across
different control systems at the 99% confidence level. The A;, statistics also show that SYNTHIFY significantly
outperforms PSY-TaL1Ro with a large effect size.
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Table 5. Sub-specification violation coverage of SYNTHIFY and PSY-TALIRo. The A1, column shows the effect size where N
and L indicate negligible and large effect size, respectively.

Control System | PSY-TALIRo [ SYNTHIFY [ p-value [ A1z
CartPole 50.0% 98.6% (+97.2%) | 2.42e-5<0.01 | L (1.00)
Pendulum 0.0% 25.0% (—) 1.59¢-5<0.01 | L (1.00)
Quadcopter 75.0% 100.0% (+33.3%) | 1.59e-5<0.01 | L (1.00)
Self-Driving 50.0% 100.0% (+100.0%) | 9.67e-3<0.01 | L (0.80)
Lane Keeping 0.0% 90.0% (—) 3.29e-5<0.01 | L (1.00)
4-Car Platoon 7.1% 76.4% (+976.1%) | 4.14e-5<0.01 | L (1.00)
8-Car Platoon 0.0% 81.0% (—) 4.17e-5<0.01 | L (1.00)
Oscillator 100% 100% 1.00 N (0.50)

Average 353% | 83.9% (+137.7%) | — | -

Answers to RQ2: SYNTHIFY significantly outperforms PSY-TAL1Ro in terms of falsification time and the
time required to find a violation. Specifically, SYNTHIFY is 5.6X faster than the baseline at completing 50
falsification trials. Moreover, SYNTHIFY can find a violation 12.8x faster than PSY-TALIRo.

6.3 RQ3: Sub-specification Violation Coverage

SYNTHIFY achieves an average sub-specification violation coverage of 83.9%, which is a substantial improvement
of 137.7% over PSY-TALIRO’s coverage of 35.3%, as listed in Table 5. Note that the coverage results are consistent
for both Setting 1 and Setting 2. Of all the control systems, only the results on Oscillator show no improvement.
The reason for this is that Oscillator contains only one sub-specification, and both SyNTHIFY and PSY-TALIRo can
effectively falsify it. However, for all other control systems, SYNTHIFY outperforms PSY-TALIRo by at least 33.3%
in terms of sub-specification violation coverage.

Similar to RQ1 and RQ2, we perform Mann-Whitney U tests and Ay, statistics, and the results confirm that
SYNTHIFY significantly outperforms PSY-TALIRo on all control systems except Oscillator, with a 99% confidence
level and a large effect size. These results further highlight the superiority of SYNTHIFY in achieving higher
sub-specification violation coverage than PSY-TaLiRo.

Answers to RQ3: SYNTHIFY significantly outperforms PSY-TALIRo in terms of sub-specification violation
coverage. Specifically, SYNTHIFY can falsify 83.9% of safety specifications on average, which is a 137.7%
improvement over PSY-TaLIRo.

7 ADDITIONAL ANALYSIS

Aside from the main results presented in Section 6, we provide additional analyses to further understand the
performance of SYNTHIFY. These analyses include an ablation study to assess the importance of each core module
in SYNTHIFY, a breakdown of the running time for each process in SYNTHIFY, an evaluation of the alignment
between the proxy programs and Al controllers, and an investigation of SYNTHIFY’s performance on control
systems with large Al controllers. We also detail the selection for the hyperparameters of our sub-specification
sampling strategy, offer a discussion on the practical implications of our work in the era of end-to-end Al-enabled
control systems, as well as the limitations of our study.
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Table 6. Ablation study of core modules in SYNTHIFY. Results are averaged over 50 falsification trials on 8 control systems.

Success Rate [ Time [ Coverage

SYNTHIFY 100.0% 97.0s 83.9%

w/o Refinement 87.5% 94.5s 71.4%

w/o Synthesis & Refinement 51.7% 781.3s 53.1%
w/o e-greedy Sampling 100.0% 78.1s 46.0%

Table 7. Average running time of each process in SYNTHIFY on 8 control systems for 50 falsification trials.

Synthesis Refinement Proxy Program

9.1s/9.4% 1.4s/ 1.4% 4.2s / 4.3%
Al Controller | Plant Execution Algorithm

5.0s/5.2% 64.3s / 66.3% 13.0s / 13.4%

7.1 Ablation Study

We perform an ablation study by comparing the performance of SyNTHIFY with different variants. Table 6 shows
the average results over 50 falsification trials on the 8 control systems. The variants considered in the study are
as follows:

w/o Refinement. SyNTHIFY without the refinement process (described in Section 4.3). Without this step, the
synthesized proxy program may not behave sufficiently similarly to the Al controller, impacting the effectiveness
of SYyNTHIFY. The success rate of SYNTHIFY in finding safety violations within 50 falsification trials drops from
100.0% to 87.5%, and the sub-specification violation coverage isalso reduced by 12.5% (from 83.9% to 71.4%). These
results confirm that the refinement process improves the effectiveness of SYNTHIFY.

w/o Synthesis & Refinement. SYNTHIFY without the synthesis (described in Section 4.1) and refinement
(Section 4.3) processes. These two steps are designed to improve the scalability of falsification. Without them, the
falsification time increases sharply by 8.1x (from 97.0s to 781.3s), and both the success rate and sub-specification
violation coverage greatly decrease. These results highlight the importance of the synthesis and refinement
processes in achieving efficient and effective falsification.
w/o e-greedy Sampling. SyNTHIFY without the e-greedy sampling strategy (described in Section 4.2). We
directly use the conjunctive specification in falsification but not sample from it. SYNTHIFY achieves an average
sub-specification vielation coverage of only 46.0%, which is 37.9% (from 83.9% to 46.0%) lower. This result shows
the importance of the e-greedy sampling in improving sub-specification coverage.

These results highlight the importance of each core process of SYNTHIFY in achieving efficient and effective
falsification.

7.2 Analysis of Running Time

Table 7 shows the average running time of each process in SYNTHIFY on 8 control systems for 50 falsification
trials. The synthesis process takes only 9.1 seconds on average, accounting for 9.4% of the total running time. The
refinement process takes even less time, averaging 1.4 seconds, or 1.4% of the total running time. These results
show that the synthesis and refinement are both lightweight and do not significantly impact the overall running
time of SYNTHIFY. The execution of the proxy program and the Al controller take 4.3% and 5.2% of the total
running time, respectively, neither of which is significant. This result clearly shows Al controller is no longer the
bottleneck of the running time in falsification as described in Section 3, and the synthesis of a computationally
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cheaper proxy program has led to significant improvements in efficiency, shifting the bottleneck to the execution
of the plant, which can be future work to further improve the efficiency of SYNTHIFY.

7.3 Alignment between Proxy Programs and Al Controllers

SyNTHIFY’s effectiveness relies on the functional alignment between the synthesized proxy programs and Al
controllers. Intuitively, the closer the proxy programs match the behavior of the Al controllers, the more likely
they are to produce similar outputs, with fewer spurious violations during the refinement process—i.e., if the
Al controllers produce unsafe outputs that result in safety violations, then the proxy programs are likely to do
the same. This section conducts an analysis to evaluate this alignment. For this evaluation, we synthesize proxy
programs for the 8 control systems using the same experiment settings as described in Section 5. Both the proxy
programs and Al controllers run for 1000 time steps to gather their outputs. Additionally, we run the falsification
for 50 trials and track the number of spurious violations encountered during refinement.

We first use the mean absolute error (MAE) to directly quantify the difference between the outputs of the Al
controllers and the proxy programs. A lower MAE suggests stronger alignment. Since the AI controllers produce
continuous outputs rather than discrete labels, the accuracy metric used in [109] for label-based predictions is
not suitable for this comparison. MAE, which is commonly used to evaluate regression models [12], is more
appropriate in this context. To ensure comparability, we normalize the outputs of both the Al controllers and the
proxy programs to the range [0, 1], as their scales differ across various control systems. After normalization, we
calculate the MAE using the following formula:

N
_ 1 S 1y - o
MAE = ﬁ £ |yAI N proxyl (7)

where N represents the number of time steps, and yXI) and y}(,gxy denote the normalized outputs of the Al
controller and proxy program at time step i, respectively. We repeat the experiments 10 times and present the
average results in Table 8. The MAE for the outputs averages 0.19 across all control systems, indicating that the
proxy programs’ outputs differ by only 19% (as the outputs are already normalized to the [0, 1] range) from those
of the Al controllers. This difference is considered small and acceptable by the prior studies [38, 39] that also
evaluate the alignment between the outputs of real systems and their proxies. These results demonstrate a strong
functional alignment between the proxy programs and the Al controllers.

Beyond comparing outputs, we also evaluate alignment between the Al controllers and proxy programs by
examining the number of spurious violations during the refinement process, as shown in Table 8. Our results show
that, on average, SYNTHIFY identifies 2.1 spurious violations for the purpose of refining the proxy programs. The
minimal occurrenceof spurious violations further demonstrates the proxy programs’ effectiveness in capturing
the Al controllers’ behavior. This strong alignment provides a solid foundation for applying falsification techniques
on the proxy programs to identify safety violations in Al-enabled control systems.

7.4 Handling Large Al Controllers

As mentioned in Section 5.1, the Al controllers used in our evaluations vary significantly in size, with neuron
counts ranging from 440 to 1200, which are relatively large compared to those used in other studies like [100, 131],
providing a diverse basis for evaluation. However, we anticipate that larger models will be integrated into control
systems as hardware continues to advance. Therefore, we conduct additional experiments to evaluate SYNTHIFY’s
performance on control systems with larger AI controllers. These new experiments use three variant models
trained in the CartPole, Pendulum, and Self-Driving control systems, also released by Zhu et al. [134], which
feature larger Al controllers with 3 layers containing 1200, 900, and 800 neurons, respectively—an increase of
2.4X to 6.6X the number of neurons compared to the 8 controllers used in our main experiments.
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Table 8. The mean absolute error (MAE) of the outputs of the Al controllers and the synthesized proxy programs, and the
number of spurious violations used in the refinement. Results are averaged over experiments repeated 10 times.

Control System ‘ MAE (Outputs) ‘ # Spurious Violations

CartPole 0.31 1.6
Pendulum 0.14 4.4
Quadcopter 0.10 6.3
Self-Driving 0.07 3.5
Lane Keeping 0.22 1.0
4-Car Platoon 0.11 0
8-Car Platoon 0.18 0
Oscillator 0.40 0
Average [ 0.19 2.1

Table 9. Falsification results of SYNTHIFY and PSY-TALIRo on three control systems with large Al controllers. Relative
improvements are shown in parentheses. The A1y column shows the effect size, where N, M, and L indicate negligible,
medium, and large effect sizes, respectively.

‘ Setting 1 (50 trials) ‘ Setting 2 (10 minutes)
System PSY-TALIRo SYNTHIFY p-value A PSY-TALIRo SYNTHIFY p-value Ann
CartPole (Large) 17.6% 100.0% (+468.2%) | 7.49e-3<0.01 | L (1.00) 15.6 818.5 (52.5x) | 1.83e-3<0.01 | L (1.00)
Pendulum (Large) 0.0% 100.0% (—) 3.91e-3<0.01 | L (1.00) 0.0 493 (0) 1.82e-5<0.01 | L (1.00)
Self-Driving (Large) 100.0% 100.0% 1.0 N (0.50) 65.0 298.9 (4.6X) 9.34e-5<0.01 | L (1.00)
Average [ 392% 100.0% (+155.1%) — [ — ] 26.9 [ 388.9 (14.5X) | — [ -

Table 10. Sub-specification violation coverage of SYNTHIFY and PSY-TALIRo. The A} column shows the effect size where N
and L indicate negligible and large effect size, respectively.

Control System \ PSY-TALIRo \ SYNTHIFY \ p-value \ An
CartPole (Large) 12.5% 100.0% (+700.0%) | 3.9e-3<0.01 | L (1.00)
Pendulum (Large) 0.0% 100.0% (—) 3.7e-4<0.01 | L (1.00)
Self-Driving (Large) 50.0% 100.0% (+100.0%) | 3.9e-3<0.01 | L (0.80)

Average | 313% [ 100.0% (+219.5%) | — | —

All experiments are conducted under the same settings described in Section 5, and the results are presented
in Table 9. SYNTHIFY consistently outperforms the baseline in both settings, achieving a relative improvement
of 155.1% in the falsification success rate across 50 trials and 14.5X more violations found within 10 minutes.
Statistical tests confirm the significance and effect size of these improvements, with p-values below 0.01 and large
effect sizes (except for the Self-Driving system, where both our SYNTHIFY and PSY-TALIRo achieve a 100% success
rate). Additionally, sub-specification violation coverage is significantly improved compared to PSY-TALIRo, with
an average relative increase of 219.5%, as shown in Table 10. These results demonstrate that SYNTHIFY remains
highly effective at falsifying safety violations in control systems with large Al controllers, underscoring its
potential for future applications in more complex systems.
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Table 11. Sub-specification violation coverage of SYNTHIFY with different hyperparameters of the e-greedy sampling strategy.

System [ 00 [ o1 [ 02 [ 03 [ o4 [ 05 [ o6 [ 07 [ 08 | 09 [ 10

CartPole 50.0% 75.0% 50.0% 50.0% 100% 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0%
Pendulum 25.0% 25.0% 25.0% 25.0% 25.0% 25.0% 25.0% 25.0% 25.0% 25.0% 25.0%
Quadcopter 75.0% 75.0% 75.0% 75.0% 50.0% 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0%
Self-Driving 25.0% 25.0% 25.0% 25.0% 75.0% 75.0% 100.0% | 75.0% 100.0% | 100.0% | 100.0%
Lane Keeping 50.0% 50.0% 50.0% 50.0% 50.0% 100.0% | 100.0% | 50.0% 100.0% | 100.0% | 50.0%
4-Car Platoon | 71.4% 85.7% 92.9% 92.9% 92.9% 100.0% | 92.9% 92.9% 100.0% | 100.0% | 92.9%
8-Car Platoon | 73.3% 86.7% 83.3% 80.0% 76.7% 86.7% 83.3% 86.7% 83.3% 90.0% 76.7%
Oscillator 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0%

Average [ 59.8% | 68.3% | 68.3% | 67.3% | 73.3% | 86.7% | 90.0% | 80.0% | 90.0% | 93.3% | 83.3%

Table 12. Falsification results on Self Driving control system with two cases of intricate safety specifications.

Safety Specification ‘ Setting 1 (50 trials) ‘ Setting 2 (10 minutes) ‘ Coverage
‘ PSY-TALIRO ‘ SYNTHIFY ‘ PSY-TALIRo ‘ SYNTHIFY [ PSY-TALIRo [ SYNTHIFY
T{0200] O [020] (1] < 90° A [d] < 2.0) 100.0% 100.0% 98.3 378.8 (3.8%) 50.0% 100.0% (+100.0%)
O[0200] (1d] > 2.0 = Oo201 ([d] < 2.0)) 66.7% 100.0% (+49.9%) 38.4 154.5 (4.0x) 50.0% 100.0% (+100.0%)
Average [ 834% [ 100.0% (+19.9%) 68.6 [ 266.7(3.9x) [ 50.0% [ 100.0% (+100.0%)

7.5 Hyperparameters of the Sampling Strategy

Our e-greedy sampling strategy (Section 4.2) is governed by the hyperparameter €, which controls the balance
between selecting a sub-specification randomly (exploration) and selecting the most promising one (exploitation).
To find the optimal value of €, we use grid search, a common method for hyperparameter tuning [10]. Grid search
evaluates performance for each hyperparameter within a predefined set of options. In our experiments, we vary €
within the range [0.0, 1.0] in increments of 0.1, while keeping all other hyperparameters constant (i.e., following
the settings described in Section 5). A value of 0.0 corresponds to a fully greedy strategy, always selecting the most
promising sub-specifications, while 1.0 corresponds to a fully exploratory strategy, selecting sub-specifications
randomly. We conduct 50 falsification trials and evaluate SYNTHIFY’s sub-specification violation coverage across 8
control systems. The results, shown in Table 11, indicate that SYNTHIFY’s performance improves with increasing
€ values, with an optimal value of 0.9 yielding the highest average sub-specification violation coverage of 93.3%.
Consequently, we set € t0 0.9 in our experiments by default. However, the optimal value may vary depending on
the control system and safety specification, necessitating further tuning in practice.

7.6 Falsifying Intricate Safety Specifications

In our experiments, the conjunctive safety specifications typically take the form of O 7 @1 A @2, requiring the system
to satisfy both ¢; and ¢, at every time step within the interval 7. However, real-world safety specifications are
often more intricate, involving nested temporal operators or complex logical expressions. We believe SYNTHIFY
is capable of falsifying such complex safety specifications, benefiting from our implementation on top of the
infrastructure components from PSY-TALIRo and utilizing the off-the-shelf tool RTAMT to compute the qualitative
robustness semantics (as we mentioned in Section 5.2). Both can handle complex safety specifications, equipping
SynTHIFY with the same capability.

To further quantitatively assess SYNTHIFY’s effectiveness in falsifying more intricate safety specifications, we
construct additional specifications that involve nested temporal operators, such as O7 (O r@) or 07 (91 — O ¢2),
for more experiments. Since the benchmarks used in our experiments only include specifications of the form
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D7, these additional specifications can be only manually designed, requiring domain expertise and making
them difficult to scale. We only evaluate SYNTHIFY on two intricate safety specifications using the Self Driving
control system introduced in Section 3, which is representative of real-world autonomous driving systems, as a
proof of concept.

The safety specifications and corresponding results are presented in Table 12. The first specification
(00,2001 C0,201 (In] < 90° A '|d| < 2.0)) requires the car to reach a state where the steering angle n is within
90 degrees and the distance d between the car’s front and the road’s centerline is within 2.0 meters, within 20 time
steps at every point during the 200 time steps, enforcing a proactive condition where the system must regularly
check and ensure safety. The second specification (Qg 2001 (|d| > 2.0 — Opo.201(Id| < 2.0))) requires the car to
steer back to a safe distance within 20 time steps after d exceeds 2.0 meters during the 200 time steps, enforcing a
reactive condition where the system must respond to unsafe situations. We evaluate SYNTHIFY on these specifica-
tions using the same experimental settings as in Section 5 and the same evaluation metrics. The results show
that SYNTHIFY is highly effective in falsifying these complex safety specifications, achieving a 100% success rate
across all case studies, which is 19.9% higher than the baseline. Additionally, the number of uncovered violations
increased by 3.9X within 10 minutes compared to the baseline. The sub-specification violation coverage also
improved significantly, with an average relative improvement of 100%. These results highlight SYNTHIFY’s ability
to handle more complex safety specifications and its effectiveness beyond the simpler conjunctive specifications
used in the primary experiments, demonstrating its potential for real-world applications.

7.7 Potential Applications in End-to-End Al Systems

The adoption of end-to-end Al-enabled control systems has.recently surged in various domains, such as au-
tonomous driving [16] and robotics [35]. These systems use a single neural network to map raw sensor data
directly to control signals, achieving enhanced performance, as exemplified by real-world systems like Tesla
FSD [97] and NVIDIA DRIVE [72]. We suggest that SYNTHIFY has been developed in line with the trend of
adopting end-to-end Al systems, and quantitatively evaluated through experiments on 8 end-to-end Al-enabled
control systems. A further qualitative discussion supporting SYNTHIFY's effectiveness in this context is provided
below.

First and foremost, SYNTHIFY enhances the efficiency and sub-specification coverage of falsification for end-
to-end Al systems. As mentioned in Section 1, these systems typically involve complex Al controllers with
numerous parameters for processing inputs and generating control signals in one go [11, 49]. This complexity
leads to high computational costs during testing [36, 75]. SYNTHIFY mitigates this by synthesizing efficient proxy
programs that replace the Al controllers, significantly reducing the runtime of falsification. Moreover, thorough
testing of end-to-end Al systems requires diverse test inputs [40, 61]. SYNTHIFY meets this need by maximizing
sub-specification coverage of the conjunctive safety specification, as a more diverse set of test inputs is likely to
falsify more sub-specifications [106, 126]; intuitively vice versa. The e-greedy sampling strategy employed by
SYNTHIFY promotes the exploration of various sub-specifications, enabling the falsification process to uncover
diverse safety violations by targeting different aspects of the safety requirements.

Furthermore, certain modules in SYNTHIFY, such as our synthesis and e-greedy sampling strategy, can comple-
ment existing verification and testing tools for end-to-end Al systems. For instance, our synthesis module could
be applied to generate simple programs that closely approximate the behavior of complex AI controllers but are
more amenable to formal verification methods [32, 58], like constructing barrier certificates [134] or performing
reachability analysis [99]. In the context of testing, our e-greedy sampling strategy can be integrated into existing
falsification tools like [24, 131] to strengthen their ability to falsify conjunctive specifications. Alternatively, it
can support automated testing frameworks that handle multiple objectives [3, 36], helping developers efficiently
prioritize and focus on the most promising objectives during testing.
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Beyond testing and verification, SYNTHIFY aids developers in inspecting end-to-end Al systems for inter-
pretability and explainability—two essential factors in ensuring the trustworthiness of Al-enabled systems [33].
Interpretability focuses on understanding the system’s inherent characteristics. Developers can leverage SYN-
THIFY's identified safety violations and corresponding falsifying inputs to derive formal specifications and
properties of Al controllers [34, 81], serving as proof of the system’s safety (or lack thereof). Explainability, on
the other hand, involves using external proxies to clarify the system’s operations [107]. SYNTHIFY’s synthesized
proxy programs, with straightforward control logic, can provide explanations for generated control signals by
transparently revealing the execution process. This allows developers to better understand the AI controller’s
decision-making and identify potential vulnerabilities or biases within the system.

7.8 Limitations and Potential Solutions

While SYNTHIFY demonstrates success in several cases within our evaluation, its primary limitation lies in
generalizing to control systems with more complex inputs, such as images or videos. These inputs often have
many dimensions and correspond to numerous variables in our linear program sketch, which can significantly
expand the search space during the synthesis process, making it difficult to identify a suitable proxy program
that accurately captures the Al controller’s behavior. One potential solution is to use dimensionality reduction
techniques like t-distributed Stochastic Neighbor Embedding (t-SNE) [42] to project the inputs into a lower-
dimensional space before synthesizing the proxy program. Alternatively, we could move away from the current
linear program sketch and instead synthesize a compact neural network capable of processing high-dimensional
inputs using techniques like model compression [87-89]. Despite this limitation, our methods are currently
well-suited for control systems with numerical inputs like scalar values or vectors, thus we leave the extension to
more complex inputs as future work.

7.9 Threats to Validity

One threat to internal validity is the randomness of the falsification algorithms used in our experiments. To
mitigate it, we repeat each experiment 10 times and use appropriate statistical tests to account for both statistical
significance and effect size, as recommended by Arcuri and Briand [7].

In terms of external validity, one threat is that the results of our analysis may not be generalizable. To mitigate
it, we have carefully selected a representative set of control systems with diverse tasks to evaluate our method and
baseline under different settings; which ensures that our results are not biased. However, as these control systems
take the input as numerical values, the generalization of our results to control systems with more complex inputs,
such as images or videos, may need further investigation.

One potential threat to construct validity is that the evaluation metrics may not fully capture the performance
of falsification tools. To mitigate it, we used a total of five commonly-used evaluation metrics that are introduced
in Section 5.3 to compare the effectiveness and efficiency of SYNTHIFY and the baseline from a comprehensive set
of perspectives.

8 RELATED WORK

This section presents an overview of studies relevant to this paper, including (1) falsification of control systems,
(2) program synthesis for Al models, and (3) surrogate-assisted testing and verification, and (4) multi-objective
optimization in Al-enabled control systems.

8.1 Falsification of Al-Enabled Control Systems

Falsification [4, 6, 15, 27, 31, 68, 102, 108] has emerged as an alternative to formal verification that provides
better efficiency to uncover violations of a given safety specification. There comes many falsification techniques
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supported by optimization algorithms, such as Hill Climbing [66], Simulated Annealing [1, 98], Monte Carlo Tree
Search [128, 129], gradient-based methods [2, 116], as well as some machine learning-guided methods [5, 125].

To date, there has been limited attention directed toward the falsification of Al-enabled control systems, with
only a few early attempts [25, 93, 115, 117, 131]. Among these studies, Song et al. [93] evaluate the reliability
of Al-enabled control systems using two existing falsification tools [6, 22] and highlight that they need further
improvements, which necessitates our work. Zhang et al. [131] and Yaghoubi et al. [117] develop gray-box
falsification techniques that make different assumptions compared to our study. They assume the Al controllers or
plants accessible and collect not only the input and output signals from the control system but also intermediate
information of the AI controllers or plants as guidance for falsification. In comparison, our approach is a black-
box falsification tool that solely relies on the input and output signals, making it more practical particularly in
real-world applications where the controller or plants can be complex or even inaccessible if they are confidential
products from third-party vendors.

VerifAl [25], NNV [100], and Mosaic [115] are all safety analysis frameworks for Al-enabled control systems,
each incorporating a falsification module. However, there are key distinctions between these tools and our
SynTHIFY. VerifAl is designed for systems with Al models in the sensor components, while our work primarily
concerns systems with Al models in the controller parts. In addition, both NNV and Mosaic require specific
input specifications that differ from those supported by our SyNTHIFY. NNV relies on assert statements as
safety specifications, while Mosaic necessitates probabilistic computation tree logic (PCTL) specifications. These
particular specifications are not compatible with our benchmark systems, and our SYNTHIFY, like many other
existing falsification tools, operates based on Signal Temporal Logic (STL) specifications [6, 22, 98]. Attempting
to translate STL specifications into assert statements or PCTL specifications would introduce additional manual
efforts, which are not only time-consuming but also prone toerrors. Such translations also fall outside the scope
of this paper. Consequently, in our comparison experiments, we have chosen to use PSY-TaLiRo [98] as our
baseline tool.

8.2 Surrogate-Assisted Falsification

Several studies have also focused on the safety analysis of control systems, though not specifically Al-enabled
ones, and aligned with our work by leveraging surrogate models. Some of these studies approximate control
systems with surrogate models trained on data collected from the systems, which can replace the original systems
during falsification. For example, Menghi et al. [68] propose ARISTEO, which replaces computationally-intensive
control systems with surrogate models derived from system identification techniques to improve falsification
efficiency. Waga et al. [108] introduce FalCAuN, which learns a Mealy machine as a surrogate model and falsifies
it using model checking, while Bak et al. [9] learn a Koopman model and falsify it through reachability analysis.
Atanu et al. [56] propose to-build a DNN model that approximates the behavior of the control system and use
adversarial attack algorithms for falsification.

Another set of studies integrates surrogate models into the falsification process. For instance, several studies [20,
69, 77, 80, 127] employ Bayesian optimization with Gaussian processes as surrogate models to estimate the
robustness semantics of STL specifications, guiding the search for safety violations. Additionally, Peltomaki et
al. [76] propose training a surrogate DNN model to directly generate falsifying inputs for control systems.

While our synthesized proxy programs may resemble surrogate models, they fundamentally differ from those in
above studies. First, in terms of form, our proxy programs implement linear controllers, whereas surrogate models
in prior work are typically DNNs (e.g., [56, 76]) or machine learning models (e.g., [20, 77]). The simplicity of our
programs offers greater efficiency. Second, regarding purpose, our proxy programs replicate the functionality
of Al controllers, acting as their stand-ins to facilitate efficient falsification by minimizing the need to run the
controllers themselves. This addresses the unique computational challenges associated with Al controllers, which
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are expensive to execute due to their vast number of parameters. In contrast, surrogate models in earlier work
are usually designed to replace control systems or predict robustness semantics. Third, in terms of underlying
technique, our approach utilizes Evolution Strategy for program synthesis, while prior methods often rely on
Bayesian optimization (e.g., [77, 80]) or DNNs (e.g., [56, 68, 76]) to build surrogate models.

These distinctions not only make our approach unique but also allow it to complement existing methods,
further enhancing the efficiency of falsification in Al-enabled control systems. While combining our approach
with existing surrogate-assisted falsification methods is a promising direction, a detailed evaluation is beyond the
scope of this work and is left for future research.

8.3 Program Synthesis for Al models

Although program synthesis has been studied for decades [90], very little attention has been paid to program
synthesis specialized for Al models. A few studies [101, 105] have proposed methods for generating programmatic
policies from well-trained DRL models, which are more interpretable than neural networks. Additionally, Zhu et
al. [134] introduce an inductive synthesis-based method that can synthesize deterministic and verified programs
from DRL-based models. Inala et al. [44] and Qiu et al. [78] synthesize programmatic controllers to perform
continuous control tasks. Our approach differs from these studies in that we propose an Evolution Strategy-
based algorithm that can effectively synthesize programs as proxies for Al controllers, which we believe is both
technically novel and offers a unique perspective on improving the efficiency of falsification in Al-enabled control
systems.

8.4 Multi-Objective Optimization in Al-Enabled Control Systems

Our focus on covering various sub-specifications can be viewed as a multi-objective optimization problem. Thus,
a relevant body of work lies in the multi-objective optimization: within Al-enabled control systems, and we
particularly mention those in the areas of testing, repair, and enhancement.

In the context of testing, Zolfagharian et al. [135] and Haq et al. [36, 37] propose multi-objective search-based
testing methods for Al-enabled control systems, accounting for diverse fitness functions or safety requirements.
Further studies address repairing these systems. Lyu et al. [62] repair Al controllers’ unsafe behaviors by adding
patches to control signals via multi-objective optimization, while MORTAR [110] replaces unsafe signals from
Al controllers with repaired alternatives through gradient-based optimization. Both methods solve the multi-
objective problem of maximizing satisfaction of safety requirements while minimizing changes to the original
control signals. Regarding safety enhancement without directly repairing the violations, SIEGE [94] stands out
by presenting an ensemble framework that synergistically combines multiple Al controllers to improve the
system’s reliability across multiple control objectives. GenSafe [133] corrects the behaviors of Al controllers
that potentially deviate from safety constraints during training to enhance their safety while also maintaining
performance at a satisfactory level. In addition to all of the above, Zhou et al. [132] establish a benchmark for
multiple robotic manipulation tasks, providing a platform to evaluate the safety and effectiveness of Al controllers
in a multi-objective context.

9 CONCLUSION AND FUTURE WORK

In this study, we propose SYNTHIFY, a novel falsification framework specifically designed for Al-enabled control
systems. The key features of SYNTHIFY include the use of a synthesized program to serve as a proxy of the
Al controller, and the application of the e-greedy strategy to sample a promising safety specification from the
conjunctive requirement. We evaluated SYNTHIFY on 8 publicly-available control systems and compared it with
a state-of-the-art falsification tool PSY-TALIRo. Our evaluation results show that SYNTHIFY outperforms the
baseline in terms of both effectiveness and efficiency. We evaluated SYNTHIFY on 8 publicly-available control
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systems and compared it with a state-of-the-art, open-source falsification tool PSY-TaLiRo. These promising
results demonstrate the high effectiveness and efficiency of SYNTHIFY in the falsification of Al-enabled control
systems.

In the future, we plan to extend SYNTHIFY to Al-enabled control systems that take more complex inputs, such
as images [120] and audio [8]. We also plan to integrate SYNTHIFY with other safety analysis techniques like
runtime shields [85] and bug localization [112, 121] to further improve the efficiency of falsification in Al-enabled
control systems. Furthermore, with the advent of Large Language Models (LLMs), investigating the use of code
generation LLMs [86, 119, 122, 123] for synthesizing proxy programs is a promising avenue for further research.

Replication Package. For reproducibility, we have made our code and data publicly available: https:
//github.com/soarsmu/Synthify.
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